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NGFW ponxeH ymeTb

ObpabaTbiBaTb Tpapuk Ha ypoBHe L2-L4
(dunbTpaums no MAC, 3awmTta oT DDoS,
spoof-aTak)

ObecneynMBaTb aHaNM3 Ha YPOBHAX
L4-L7:

NWoeHTupukauma Tpadpuka
NPUIOXEHUN

BoiABNEeHUe aTakKk CUTHATYPHbIMU
n aBpuctudeckumm metogamm (IPS,
AntiVirus)

AHanusnpoBaTb cogepxumoe
Tpa¢uka (URI, ¢annbl u paxe DLP)

MHOOOTEKC

AHanusunpoBaTbCA AONXEH
He ip-nakeT, a ceTeBadA ceccwuA
OT CTapTa A0 3aBepleHuAa.

PacwuppoBbiBaTb Tpaduk AN aHANM3a
(SSL Inspection)

NopgaoepxuBatb I/0 virtualization

NoanepxuBaTb CeTeBble TOMOJIOTUN:
MaplwpyTu3auua, B paspbiB,
KOMMYTauusa, 3epKaaMpoBaHue

D



NGFW - 3TO ewe M ceTeBoe MHapoTeKe
YCTPOUCTBO

o Static routes o DHCP
o BGP, MP-BGP o DNS, DDNS
o OSPFv2, OSPFv3 5 ECMP
o RIPv2 o LLDP

o IPv4 multicast routing

o BFD

o GRE, VXLAN

o QoS
o Redistribution
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KpaTKo

Traditional CPU
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Network ASIC
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PA-5000 series AHapoTeKS

* Quad-core mgmt Signature Match HW Engine
= High speed logging * Stream-basec uniform sig.

and route update match Signature
= Dual hard drives Match

Slgrature
Match

Vulneral exploits (I
i , CCE, SSN, and

Core 1] Core 2

Core 3 | Core 4

D=-
Compress.

Control Plane

MP DP

! ; . MP . DP DP DP DP
+ 80 Gbps switch fabric Security Processors Model architec architec . . K
- High density parallel ture cores ture cores Security Signature Networ
s (oS engine ssing for flaxible

i , PA- Xeon
rity functionality 4 CN5650 12 Cavium FPGA FPGA
Hardwaie-avcelerativn fur Flow (L5419) >

Swich standardized complex contrl
Fabric functions . IPSec, e

Qo>
i7 CN7885 40 Cavium FPGA FPGA

Switch Fabric Data Plane

i7
Image 3: PA-5000 Series hardware architecture. (27150E) CN6880 FPGA FPGA
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PA-5200 series

4 )

User Identification Agent

Flash Stream Signature HW Engine
Dedicated Control Plane | |1t -==--=-=--- Matching * Palo Alto Networks' uniform

. ; Eraine signatures
Highly available mgmt 9 + Multiple memory banks — memory
$ ::)‘ch 599;1;299'“9 and bandwidth scales performance
ute upda

Multi-Core Security Processor

Dual-core * High density processing for flexible
CRU security functionality
* Hardware-acceleration for standardized
complex functions (SSL, IPSec,
decompression)

10 Gig Network Processor

* Front-end network processing
offloads security processors

» Hardware accelerated QoS, route
lookup, MAC lookup and NAT

Control Plane Data Plane

MHOOOTEKC

PA-5250: Processor:

/ Intel
Xeon D1567 (MP)
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FortiGate aHapoTeKe

FortiGate-3800D/3810D Blockschaltbild

AC or DC Supply

10 Core CPU

FZ:RTINET
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Cisco Secure Firewall

The 4200 Series
appliances employ
custom-built inline
Field Programmable
Gateway Array (FPGA)
components to accelerate
critical stateful
inspection and
Internal Switch Fabric (ASIC) cryptography functions
ﬁ directly within the data

Management Onboard and Network Module p 1 ane.
interfaces PHY (interfaces)

CPU Complex

Flow Offload .
Engine AN

(FPOAINPU) Offload Engine
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SmartNIC - Palo Alto

The current NVIDIA BlueField-2
DPU scalability limitations
are as follows:

Session table capacity:
500,000 sessions

Session table update rate:
7000 sessions/second

Connections per second: 20,000

Offload hairpin rate: ~90 Gbps
for 1500 byte packets

MHOOOTEKC

B 20% of traffic offloaded by DPU

B 20% of traffic inspected by VM-Series

WM-Series and BlueField-2 DPU-based Intelligent Traffic Offload.
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SmartNIC - Palo Alto MHODOTEKC

<

NVIDIA,

e (=)0 (&)

ﬁ 6 Traffic that VM-Series
[

ffloads to DPU

Figure 1: Palo Alto Networks VM-Series software firewall and
NVIDIA BlueField-3 or BlueField-2 DPU-based ITO

The current NVIDIA BlueField-2 DPU
scalability limitations are as
follows:

Session table capacity: 500,000
sessions

Session table update rate: 7000
sessions/second

Connections per second: 20,000

Offload hairpin rate: ~90 Gbps for
1500 byte packets
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ASIC - 5TO peweBO

Wit el N £

I\/Ia_rketlng Architecture RTL design Synthesis Floqr
requirements planning

Fabrication

3 to 5 years

Building a new ASIC takes a lot of Time and Money
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FortiGate - aTo BCEr/JA reeTeKe
bbiICcTpO

Key Benefits NP7 Advantage

Single n flow with 100 Gbps throughput needed for high-bandwidth internet2 sit
i3 1o Bs throughput ne o hig ‘ Specification NP7 ASIC
Millions of connections per second in hardwse quired by high-demand e-commer

Single-digit microsecond latency as called for by a financial exchange. Firewall 198 Gbps
IPsec VPN 55 Gbps

Threat Protection 15 Gbps
Use Cases P
+ Receive market data with the lowest required latency to avoid revenue loss SSLInspection 17 Gbps
+ Keep up with microb of traffic with high-speed packet forwarding Concurrent Sessions 12M
+ Accelerate tens of millions of connections per second

Sessions per second

Network Interfaces
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KTo ucnonbsyet Intel,
Yy TOro HeT YyCKOpeHMS

Intel® QuickAssist Technology (Intel® QAT)

Intel QAT is a technology for
accelerating data encryption/decryption,
public key cryptography for key
exchange... This acceleration technology
is integrated into 4th Gen Intel Xeon
Scalable processors, supporting rates of
up to 400 Gbps for common cryptographic
ciphers and up to 160 Gbps verified
compression.

UcTOoYHUK
OLleHKM

APNet" 20
(1 appo)

Ccu

(1 sapo,
5000 02)

MHODOTEKC

Intel®
QuickAssist
Technology

AES-256 AES-256 GCM
CBC

4,1 20,7 Tb6ut/c
reuwt/c
24 (65K) 41 (65K)
revt/c revt/c



KTo ucnonbsyet Intel,
Yy TOro HeT YyCKOpeHMS

Eo o=

intel.

XeON

Intel® DLB
Enhance distributed

@ @ processing and dynamic
load balancing
[ )
Intel® DSA
e Accelerated data
protection and improved
data storage efficiency

\_,

/ /‘
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KTo ucnonbsyet Intel,

Yy TOro HeT YyCKOpeHus

is a high-performance
multiple regex matching library.

also takes advantage of the
latest Intel® Advanced Vector
Extensions 512 ( )
vectorized bit manipulation
instructions (vBMI) available on both
the 3rd and 4th Gen Intel Xeon
Scalable processors. It is suitable
for usage scenarios such as DPI,
IDS,IPS and firewalls, and has been
deployed in network security
solutions worldwide.

MHOOOTEKC

HYPERSCAN

Pattern Matching Software

Performance (Gbps)

2 Cores 4 Cores 8 Cores 16 Cores

mSnort PCREs  m Snort literals Teakettle 2500
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KTo ncnonbsyet Intel, MHAPOTEKE
y TOro HeT YyCKOpeHus

Intel® DLB
is a oy e
o load balancin,
hardware managed system of queues and . \ S

arbiters connecting producers and consumers.
These producers and consumers are typically _

. . Core Scaling Performance (64B)
software threads running on different cores 25 Higheris becer
or threads.

can be used to help alleviate the 15 ﬁJ~”’
following potential system bottlenecks in . | |
kb LEL

Throughput(mpps)

NGFW: Elephant Flow, Slow Packets, Quaue
Management

Number of worker cores

Original HDSLB {SW)
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IntE]. DPDK MHOPOTEeKC

Linux Kernel Linux Kernel
without DPDK with DPDK

Applications

USER SPACE

Applications

DPDK Libraries

Linux Kernel Linux Kernel

=)

il

Network Controller Network Controller

KERNEL SPACE

NETWORK HARDWARE
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Intel DPDK 460G MHODOTEKC

Test Results

Table 3: Test #1 Result
Frame Size (Bytes) Line Rate[4x10G] (Mpps) Frame Rate (Mpps) % Line Rate

T e mm [ aew | em |
T s [ ew | w |
T s [ | w |

Figure 1: DPDK NIC performance test setup (1 port per NIC)

Figure 4: Test #1 Result - RFC2544 zero packet loss test on 1x Intel® Ethernet Converged

Network Adapter X710-DA4

DPDK 22.11 L3fwd Zero Packet Loss Performance on 1x Intel® Ethernet
Converged Network Adapter X710-DA4

IXIA®
Traffic Generator

mm— Frame Rate

Line Rate

Throughput (Mpps)

512 1024

Frame Size (Bytes)
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Bce ncnonb3ywt ycKopeHue AHAPOTEKE

o Te, KTO ucnonb3ywT Intel, vMcnonb3ywT annapaTHOe YCKOpeHwue
(6nokn BcTpoeHsl B CPU, Network chips)

o Te, KTo ucnonbsywT ASIC, FPGA yckopsawT o6paboTky
B pAde cueHapueB, a He Bcerpga

o BaxHee BbIACHATbL npousBoguTenbHocTb NGFW B Bawux ycnoBuAax,
6e3 ornaakuM Ha annapaTHbIM COCTaB




=
L

B 4a
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MHODOTEKC

A3yyaeM U uUcnosibsyem
BCe MmeTopAbl

Ucnonb3yem Intel u npoponkaem usy4aTb BCe€ UX HOBble BO3MOXHOCTMU

Intel® DSA
Accelerated data
protection and improved
data storage efficiency

i
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U3y4yaem M ncnoib3yem
BCe MeTopnbl

ViPNet Turbo100

M




A3y4aeMm U ncnosb3yem
BCe MeToAbl

o B4COM tech SN1 SmartNIC
(2x100 réut/c, ASIC Chelsio)

o Napatech F2070 (2x100 Iéut/c,
FPGA+XeonD+16I6 DDR)

o Intel N2S-UPU@1 (1x100 réwut/c,
Atom P5742, 166 eMMC)

o Lanner N2S NVIDIA BlueField DPU
(2x100 réout/c, SWITCH+ARM)

MHOOOTEKC




MHOOOTEKC

A3yyaeM U uUcnosibsyem
BCe MmeTopAbl

IXIA 100 Gbps ViPNet xFirewall IXIA 100 Gbps

ViPNet Cluster 4.1 2013 roa banaHcupoBKka 2024 rogp
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JlJaHHble C¢ CaUTOB HeNnb3f
CpPpaBHUTb

b ) 0247047 . o ¢ EO 0

IOnameTp JlyHbl B 400 pa3 MeHblwe pgumameTtpa ConHua. lpu 3Tom JlyHa npumepHO B 400
pa3 6aumxe K 3emne, 4yem K ConHuy. MoaTomy c 3emnu JlyHa M ConHue KaxyTcs
NPUMEPHO OAMHAKOBOIrO pa3Mepa, U Mbl MOXEM HabawAaTb COJHEYHOE 3aTMeHue.




JlaHHbIe C CcauTa AhapoTeKe
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UcnonHeHue NMpousBoauteno A MpousBoauTenb b

Firewall, 1518 byte UDP
(MbnT/cek)

AppControl, EMIX,
(MbuT/cek)

NGFW (AppControl+IPS),
(MébunT/cek)




Pe3ynbTaTbhl U3MepeHui REPOTEKE
no eawuHoIA MeToAuKe

UcnonHeHue MpousBoauteno A MpousBoautenb b

Firewall, 1518 byte 1 916 (orpaHuyeHue

UDP (MéuT/cek) KaHana 1G)

AppControl, EMIX,
(M6uT/Ccek) g 746,66

NGFW (AppControl+IPS), 37.22
(M6uT/cek) ’ )




MoanuceiBarTeCh
Ha HallKu couceTu
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